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This template sets out how your business gets its IT systems and data back after a serious incident, such as a ransomware attack, a long cloud outage, a failed server or the loss of the office. It sits underneath a business continuity plan, which covers the wider business. If you do not have one of those yet, start with our business continuity plan template at aistech.co.uk/post/business-continuity-plan-template.
Fill in sections 3 and 4 first, because the recovery order and the runbooks depend on them. Never write passwords in this document. Record where they are kept and who can reach them.
00	Plan details and version log
Keep this at the front so anyone picking up the plan can see who owns it and when it was last checked.
	ORGANISATION

	PLAN OWNER


	DR LEAD

	DEPUTY DR LEAD


	DATE COMPLETED

	NEXT REVIEW DUE




	VERSION
	DATE
	REVIEWED BY
	WHAT CHANGED

	1.0
	05/11/2026
	Operations director
	First version of the plan

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Rows in grey italics are worked examples. Type over them or delete them.
01	Scope and when to use this plan
Most IT problems are handled by normal support. This plan is for the ones that are not: incidents where a system the business depends on will be down for longer than it can afford. Write down what the plan covers and what makes someone reach for it.
	SYSTEMS AND SITES THIS PLAN COVERS


	WHAT IS NOT COVERED



1.1	When to invoke the plan
	EVENT
	INVOKE THIS PLAN WHEN
	WHO DECIDES

	Ransomware or other malware
	Any confirmed infection on a server, shared storage or more than one laptop
	DR lead

	Cloud service outage
	
	

	Compromised account
	
	

	Loss of premises
	
	

	Hardware failure
	
	

	Internet outage
	
	

	
	
	

	
	
	


Rows in grey italics are worked examples. Type over them or delete them.
	WHERE PRINTED COPIES OF THIS PLAN ARE KEPT



02	Recovery team and contacts
Name a person for every role and a deputy for the important ones. Record a mobile number and one way to reach each person that does not rely on your own email or phone system, because those may be what has failed.
	ROLE
	NAME
	MOBILE
	ALTERNATIVE CONTACT
	RESPONSIBLE FOR

	DR lead
	
	
	
	Invoking the plan and running the recovery

	Deputy DR lead
	
	
	
	Taking over when the DR lead is unavailable

	Technical recovery
	
	
	
	Restoring systems, usually your IT provider

	Communications
	
	
	
	Updates to staff, clients and suppliers

	Senior decision maker
	
	
	
	Spending, insurer, ICO and police decisions

	
	
	
	
	

	
	
	
	
	


2.1	Suppliers and service providers
	ORGANISATION
	WHAT THEY RECOVER
	ACCOUNT OR CONTRACT REF
	SUPPORT LINE AND HOURS

	IT support provider
	
	
	

	Internet provider
	
	
	

	Microsoft 365 or other cloud tenancy
	
	
	

	Backup provider
	
	
	

	Line of business software supplier
	
	
	

	Cyber insurer incident line
	
	
	

	
	
	
	

	
	
	
	



	Many cyber insurance policies expect you to call the insurer's incident line before you bring in outside help, and may not cover costs otherwise. Check your policy wording now. If personal data is involved, a breach that risks people's rights must be reported to the ICO within 72 hours of you becoming aware of it.



03	Systems inventory and recovery order
List every system the business uses and give each one a tier. Tier 1 systems stop the business when they fail and come back first. Tier 2 systems can wait a day or two. Tier 3 systems can wait until everything else is running.
	SYSTEM
	DEPENDS ON
	TIER
	RTO
	RPO
	OWNER

	Email and Teams (Microsoft 365)
	Internet access, user accounts and MFA
	1
	4 hours
	24 hours
	Office manager

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


Rows in grey italics are worked examples. Type over them or delete them.
3.1	Recovery order
Systems depend on each other, so the order matters. Restoring a file server is no use until people can sign in to reach it.
	ORDER
	SYSTEM
	WHY IT COMES HERE

	1
	Internet connection and firewall
	Nothing else can be reached until the connection is back

	2
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


Rows in grey italics are worked examples. Type over them or delete them.
04	Backups and access
Record where every copy of your data lives and when someone last proved it could be restored. A backup that has never been restored is an assumption.
	DATA OR SYSTEM
	BACKUP METHOD
	HOW OFTEN
	WHERE COPIES ARE HELD
	KEPT FOR
	LAST TEST RESTORE

	SharePoint and OneDrive
	Separate Microsoft 365 backup service
	Three times a day
	Backup supplier's UK cloud
	1 year
	02/10/2026

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


Rows in grey italics are worked examples. Type over them or delete them.
4.1	Backup checks
The 3-2-1 rule is the industry standard: three copies of your data, on two types of media, with one copy offsite or in the cloud. Tick these off honestly.
	We hold at least three copies of business critical data.
	At least one copy is offsite or in a separate cloud tenancy.
	Backups are protected from ransomware, for example immutable or air gapped.
	Backup failures raise an alert that a named person acts on.
	We have restored from backup successfully in the last three months.
	At least two people can sign in to the backup console, both using MFA.
4.2	Where access details are kept
	PASSWORD MANAGER OR VAULT

	WHO CAN OPEN IT


	EMERGENCY ADMIN ACCOUNT HELD BY

	MFA RECOVERY CODES KEPT AT



05	Recovery runbooks
Write one runbook for every tier 1 system. Each step should be clear enough for someone who has never done it, including where to log in and who to ring. Copy this page as many times as you need.
	SYSTEM

	RECOVERY LEAD


	RECOVER FROM (BACKUP, REPLICA OR SUPPLIER)

	TARGET RTO AND RPO




	STEP
	ACTION
	WHO
	EXPECTED TIME
	DONE

	1
	Confirm the scope: which users and data are affected, and since when
	DR lead
	15 minutes
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


Rows in grey italics are worked examples. Type over them or delete them.
5.1	Checks before handing the system back to users
	Data has been restored to the most recent clean point, and we know what was lost.
	Users can sign in, including multi-factor authentication.
	Owners have opened a sample of their own files and confirmed they are correct.
	Connections to other systems, such as email into the CRM, are working again.
	Monitoring, antivirus and backups are running on the restored system.
05	Recovery runbook (copy)
A second blank runbook. Copy this page again for each further tier 1 system.
	SYSTEM

	RECOVERY LEAD


	RECOVER FROM (BACKUP, REPLICA OR SUPPLIER)

	TARGET RTO AND RPO




	STEP
	ACTION
	WHO
	EXPECTED TIME
	DONE

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


06	Scenario playbooks
The first actions for the incidents small businesses see most often. They are starting points: adjust them to your own systems, and add the recovery route and lead for each.
	SCENARIO
	FIRST ACTIONS
	RECOVERY ROUTE
	LEAD

	Ransomware
	Disconnect affected devices from the network and leave them switched on unless your IT provider says otherwise. Call your IT provider and your insurer's incident line. Do not contact the attackers.
	
	

	Cloud service outage
	Check the provider's service health page to confirm the fault is theirs. Tell staff which workaround to use and when the next update will come.
	
	

	Compromised account
	Reset the password, sign the account out of all sessions and check its MFA methods and mail forwarding rules. Find out what it sent or opened.
	
	

	Loss of premises
	Move staff to remote working, divert the phone lines and confirm everyone can reach the systems they need from home.
	
	

	Server or hardware failure
	Log a call with the hardware supplier. Decide within the RTO whether to repair, restore to new hardware or restore to the cloud.
	
	

	Internet outage
	Check the router and the provider's fault line. Switch to the backup connection or mobile data for priority users.
	
	

	Deleted or corrupted data
	Check the recycle bin and version history first. Restore from backup if the data is older than those keep.
	
	

	
	
	
	


07	Testing and maintenance
Test a restore of each tier 1 system at least every three months and walk the whole team through a scenario once a year. Review the plan whenever you change IT provider, move a system to the cloud, open or close an office or change the people in section 2.
	DATE
	TYPE OF TEST
	SYSTEM OR SCENARIO
	RESULT AND TIME TAKEN
	ACTION TAKEN

	02/10/2026
	Test restore
	Finance shared folder
	Restored in 40 minutes, within RTO
	None needed

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


Rows in grey italics are worked examples. Type over them or delete them.
7.1	After each test
	The restore met the RTO and RPO in section 3. If it did not, we have recorded why.
	Contact details in section 2 are still correct.
	Runbooks still match the systems we actually run.
	Lessons from the test have been written back into this plan.
	The version log on page 1 has been updated.

	Want a second opinion on your recovery plan?
AIS Technology sets up, monitors and tests backup and disaster recovery for UK businesses as part of our managed IT service. If you want someone to check this plan against the systems you actually run, get in touch.
aistech.co.uk/contact    |    +44 204 591 6648    |    info@ais.london
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